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1. What is the purpose of this policy document?
Silent Sentinel is committed to protecting the privacy and security of your personal
information.
This privacy notice describes how we collect and use personal information about you
during and after your working relationship with us, in accordance with the General Data
Protection Regulation (GDPR) and any implementing UK legislation.
It applies to all associates, potential associates, workers and contractors.

Silent Sentinel is a "data controller". This means that we are responsible for deciding how
we hold and use personal information about you. We are required under data protection
legislation to notify you of the information contained in this privacy notice.
This notice applies to current and former associates, potential associates, workers and
contractors. This notice does not form part of any contract of employment or other contract
to provide services. We may update this notice at any time.
It is important that you read this notice, together with any other privacy notice we may
provide on specific occasions when we are collecting or processing personal information
about you, so that you are aware of how and why we are using such information.

2. The kind of information we hold about you
Personal data, or personal information, means any information about an individual from
which that person can be identified. It does not include data where the identity has been
removed (anonymous data).
There are "special categories" of more sensitive personal data which require a higher
level of protection.

We will collect, store, and use the following categories of personal information about you:
• Personal contact details such as name, title, addresses, telephone numbers, and
personal email addresses.
• Date of birth.
• Gender.
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• Marital status and dependants.
• Next of kin and emergency contact information.
• National Insurance number.
• Bank account details, payroll records and tax status information.
• Salary, annual leave, pension and benefits information.
• Start date.
• Location of employment or workplace.
• Right to Work in the UK documentation, e.g. passport or full birth certificate.
• Recruitment information (including copies of right to work documentation, references
and other information included in a CV or cover letter or as part of the application
process).
• Employment records (including job titles, work history, working hours, training
records and professional memberships).
• Compensation history.
• Performance information.
• Disciplinary and grievance information.
• Information obtained through electronic means such as swipe-card records
• Information about your use of our information and communications systems.
• Photographs.

We may also collect, store and use the following "special categories" of more sensitive
personal information:
• Information about your race or ethnicity, religious beliefs, sexual orientation and
political opinions.
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• Trade union membership.
• Information about your health, including any medical condition, health and sickness
records.
• Genetic information and biometric data.
• Information about criminal convictions and offences.

3. How is your personal information collected?
We collect personal information about associates, workers and contractors through the
application and recruitment process, either directly from candidates or sometimes from
an employment agency. We may sometimes collect additional information from third
parties including former employers, credit reference agencies or other background check
agencies.
We will collect additional personal information in the course of job-related activities
throughout the period of you working for us.

4. How we will use information about you
We will only use your personal information when the law allows us to. Most commonly,
we will use your personal information in the following circumstances:
1. Where we need to perform the contract, we have entered with you.
2. Where we need to comply with a legal obligation.
3. Where it is necessary for our legitimate interests (or those of a third party) and your
interests and fundamental rights do not override those interests.
We may also use your personal information in the following situations, which are likely
to be rare:
1. Where we need to protect your interests (or someone else's interests).
2. Where it is needed in the public interest or for official purposes.

Situations in which we will use your personal information
We need all the categories of information in the list above primarily to allow us to perform
our contract with you and to enable us to comply with legal obligations. In some cases,
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we may use your personal information to pursue legitimate interests of our own or those
of third parties, provided your interests and fundamental rights do not override those
interests. Examples in which we will process your personal information are listed below in
the table which of course cannot be exhaustive.
Purpose

Recruitment

Examples of personal data that may be
processed

Grounds
for
processing

Information concerning your application and our
assessment of it, your references, any checks we
may make to verify information provided or
background checks and any information connected
with your right to work in the UK. If relevant, we
may also process information concerning your
health, any disability and in connection with any
adjustments to working arrangements.

Contract

Your employment
contract including
entering it, performing
it and changing it.

Information on your terms of employment from
time to time including your pay and benefits, such
as your participation in pension arrangements, life
and medical insurance; and any bonus or share
schemes.

Contacting you or
others on your behalf

Your address and phone number, emergency
contact information and information on your next of
kin

Payroll administration

Information on your bank account, pension
contributions and on tax and national insurance
Information on attendance, holiday and other leave
and sickness absence

Supporting and
managing your work
and performance and
any health concerns

Information connected with your work, anything
you do at work and your performance including
records of documents and emails created by or
relating to you and information on your use of our
systems including computers, laptops or other
device.

Legal
obligation
Legitimate
interests

Contract
Legal
obligation

Legitimate
interests
Contract
Legitimate
interests
Contract
Legitimate
interests

Management information regarding you including
notes of meetings and appraisal records.
Information relating to your compliance with our
policies.
Information concerning disciplinary allegations,
investigations and processes and relating to
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Purpose

Examples of personal data that may be
processed

Grounds
for
processing

grievances in which you are or may be directly or
indirectly involved.
Information concerning your health, including selfcertification forms, fit notes and medical and
occupational health reports.
Changing or ending
your working
arrangements

Information connected with anything that may
affect your continuing employment or the terms on
which you work including any proposal to promote
you, to change your pay or benefits, to change
your working arrangements or to end your
employment

Contract

Physical and system
security

Records of your use of our systems including
computers, phones and other devices and
passwords.

Legitimate
interests

Providing references
in connection with you
finding new
employment

Information on your working for us and on your
performance.

Legitimate
interests

Providing information
to third parties in
connection with
transactions that we
contemplate or carry
out

Information on your contract and other
employment data that may be required by a 3rd
party to a transaction such as a prospective
purchaser, seller or outsourcer

Legitimate
interests

Monitoring of diversity
and equal
opportunities

Information on your nationality, racial and ethnic
origin, gender, sexual orientation, religion,
disability and age

Legitimate
interests

Monitoring and
investigating
compliance with
policies and rules –
both generally and
specifically

We expect our associates to comply with our
policies and rules and may monitor our systems to
check compliance (e.g. rules on accessing
pornography at work). We may also have specific
concerns about compliance and check system and
other data to investigate those concerns (e.g. log
in records, records of usage and emails and
documents).

Legitimate
interests

Disputes and legal
proceedings

Any information relevant or potentially relevant to a
dispute or legal proceeding affecting us.

Legitimate
interests

Legitimate
interests
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Purpose

Examples of personal data that may be
processed

Grounds
for
processing
Legal
obligation

Day to day business
operations including
marketing and
customer/client
relations

Information relating to the work you do for us, your
role and contact details including relations with
current or potential customers or clients. This may
include a picture of you for internal or external use.

Maintaining
Information relating to your work, anything you do
appropriate business
at work and your performance relevant to such
records during and
records.
after your employment

Legitimate
interests

Contract
Legal
obligation
Legitimate
interests

If you fail to provide personal information
If you fail to provide certain information when requested, we may not be able to perform
the contract we have entered into with you (such as paying you or providing a benefit), or
we may be prevented from complying with our legal obligations (such as to ensure the
health and safety of our workers).

Change of purpose
We will only use your personal information for the purposes for which we collected it,
unless we reasonably consider that we need to use it for another reason and that reason
is compatible with the original purpose. If we need to use your personal information for an
unrelated purpose, we will notify you and we will explain the legal basis which allows us
to do so.
Please note that we may process your personal information without your knowledge or
consent, in compliance with the above rules, where this is required or permitted by law.

How we use particularly sensitive personal information
"Special categories" of particularly sensitive personal information require higher levels
of protection. We need to have further justification for collecting, storing and using this
type of personal information. We have in place an appropriate policy document and
safeguards which we are required by law to maintain when processing such data. We
may process special categories of personal information in the following circumstances:
Page 7 of 10
SSPOL1-0017 Rev B

21JAN2020

Policy Documentation
GDPR Privacy Policy
1. In limited circumstances, with your explicit written consent.
2. Where we need to carry out our legal obligations or exercise rights in connection with
employment.
3. Where it is needed in the public interest, such as for equal opportunities monitoring.
Less commonly, we may process this type of information where it is needed in relation
to legal claims or where it is needed to protect your interests (or someone else's
interests) and you are not capable of giving your consent, or where you have already
made the information public.

Our obligations as an employer
We will use your particularly sensitive personal information in the following ways:
• We will use information relating to leaves of absence, which may include sickness
absence or family related leaves, to comply with employment and other laws.
• We will use information about your physical or mental health, or disability status, to
ensure your health and safety in the workplace and to assess your fitness to work, to
provide appropriate workplace adjustments, to monitor and manage sickness absence
and to administer benefits.
• We will use information about your race or national or ethnic origin, religious,
philosophical or moral beliefs, or your sexual life or sexual orientation, to ensure
meaningful equal opportunity monitoring and reporting.

Do we need your consent?
We do not need your consent if we use special categories of your personal information in
accordance with our written policy to carry out our legal obligations or exercise specific
rights in the field of employment law. In limited circumstances, we may approach you for
your written consent to allow us to process certain particularly sensitive data. If we do so,
we will provide you with full details of the information that we would like and the reason
we need it, so that you can carefully consider whether you wish to consent. You should
be aware that it is not a condition of your contract with us that you agree to any request
for consent from us.
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Information about criminal convictions
We may only use information relating to criminal convictions where the law allows us to
do so. This will usually be where such processing is necessary to carry out our
obligations and provided we do so in line with our Data Protection Policy.
Less commonly, we may use information relating to criminal convictions where it is
necessary in relation to legal claims, where it is necessary to protect your interests (or
someone else's interests) and you are not capable of giving your consent, or where you
have already made the information public.
We may also process such information about members or former members in the course
of legitimate business activities with the appropriate safeguards.
We envisage that we will hold information about criminal convictions. We will only collect
information about criminal convictions if it is appropriate given the nature of the role and
where we are legally able to do so. We must be notified of such information directly by
you in the course of you working for us. We may use information about criminal
convictions and offences to assess potential risks in the context of duties or employment,
or our reputation.
We have in place an appropriate policy and safeguards which we are required by law to
maintain when processing such data.

5. Data sharing
We may have to share your data with third parties, including third-party service providers
and other entities in the company.
We require third parties to respect the security of your data and to treat it in accordance
with the law.
We may transfer your personal information outside the EU.
If we do, you can expect a similar degree of protection in respect of your personal
information.

Why might you share my personal information with third parties?
We will share your personal information with third parties where required by law, where it
is necessary to administer the working relationship with you or where we have another
legitimate interest in doing so.
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Which third-party service providers process my personal information?
"Third parties" includes third-party service providers (including contractors and designated
agents) and other entities within our company. The following activities are carried out by
third-party service providers: payroll, pension administration, benefits provision and
administration, IT services.

How secure is my information with third-party service providers and
other entities in our company?
All our third-party service providers and other entities in the company are required to take
appropriate security measures to protect your personal information in line with our
policies. We do not allow our third-party service providers to use your personal data for
their own purposes. We only permit them to process your personal data for specified
purposes and in accordance with our instructions.

When might you share my personal information with other entities in
the company?
We will share your personal information with other entities in our company as part of our
regular reporting activities on company performance, in the context of a business reorganisation or restructuring exercise, for system maintenance support and hosting of
data.

Transferring information outside the EU
In the event that we transfer the personal information we collect about you to countries
outside the EU in order to perform our contract with you, we will put in place appropriate
measures to ensure that your personal information is treated by those third parties in a
way that is consistent with and which respects the EU and UK laws on data protection.

6. Changes to this privacy notice
We reserve the right to update this privacy notice at any time, and we will provide you with
a new privacy notice when we make any substantial updates. We may also notify you in
other ways from time to time about the processing of your personal information.

7. User Acknowledgement:
If this policy has been sent electronically to an associate, viewing will be taken as
confirmation that the policy has been read, understood and associates accept
responsibility for following the policy rules.
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